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Preface
Cyber law is a cross-sectional discipline. It has numerous intersections with tech‐
nology, law and the industrial, governmental and military sectors where cyber
activities are undertaken. On the technology side, computers, data, information,
networks, telecommunications and automated kinetic systems are involved. On
the legal side, there are implications of public, private and international law. The
point of origin of this book is cyber activities, as opposed to cyber space. Cyber
law is understood as the law relating to cyber activities. Like for other activities,
humans bear indispensable responsibility for cyber activities.

This book is an elaboration of lectures on cyber law held at the Institute of
Air Law, Space Law and Cyber Law of the University of Cologne. The purpose
of this lecture was twofold: to give a general introduction to cyber law and to
show its interrelation with air and space law. This book introduces to the law
relating to authorised and unauthorised cyber activities from a perspective of
public international and European Union law, mainly during peacetime. Its focus
is not on domestic law, information content, data protection, the promotion of
digital markets and transactions affected over the internet. It neither addresses
freedom of speech, hate speech and social media.

An introductory chapter concisely maps the technical and legal notions
of cyber activities (→ chapter one). Regarding public international law, it is
shown how cyber activities in inter-State relations match existing legal concepts
(→ chapter two). Cyber security is a field of high practical relevance for
protecting against unauthorised cyber activities (→ chapter three). Following
the objectives of the Institute, special emphasis is put on legal cyber aspects
in the aviation and space sectors. Cyber security plays a central role in both
sectors. Special issues arise from the creation of network infrastructures in
outer space (→ chapters four and five). Automation and artificial intelligence
are distinct but related to cyber activities. Legal considerations and existing
regulatory approaches to automation and artificial intelligence are discussed.
Automation is highly advanced in aviation and space flight (→ chapter six).

Special thanks go to Dr. Martha Mejía-Kaiser for her expert inputs to this book.

Cologne, March 2026

Stefan A. Kaiser
Stephan Hobe



1 Tom Standage, The Victorian Internet, page 1, London, 1998.

 
 
 
 
 
 
 
 
 

“During Queen Victoria’s reign, a new communications technology was
developed that allowed people to communicate almost instantly across

great distances, … cables spanned continents and oceans, it revolutionized
business practice, gave rise to new forms of crime, and inundated its
users with a deluge of information. … Secret codes were devised by

some users, and cracked by others. The benefits of the network were
relentlessly hyped by its advocates, and dismissed by its sceptics. Gov‐
ernments and regulators tried and failed to control the new medium.
Attitudes to everything from newsgathering to diplomacy had to be

completely rethought. Meanwhile, out of the wires, a technological sub‐
culture with its own customs and vocabulary was establishing itself.”

Tom Standage
on electric telegraphy in the nineteenth century1
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